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NOTE: In the following examples, the Wifi Network SSID is assumed
to be “Dexterindustries”
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1 UDP

1.1 UDP Server

This section describes the steps to setup UDP Server oDekter Industries Sensor using either
command mode or auto-connect mode.

1.1.1 Command Mode

1. Disassociate from the current network
at+wd
2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Associate to an access poiAT+WA=<SSD>[,[<BSSD>][,<Ch>]]
at+wa=DexterIndustries,,6
4. Starta TCP server on a specific port numb®Er+ NSUDP=<port>
at+nsudp=4000
5. Upon successful creation of the UDP server, you wilks88ONNECT <CID> “ message, where
CID is the newly allocated connection identifier. You chack for this new CID by issuing the
commandAT+CID="?
at+cid="?
6. An NXTS can now connect to this UDP server by connectingedR.

1.1.2 Auto Connect Mode

1. Disassociate from the current network

at+wd

2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1

3. Enable hardware flow controAT&R< disable=0/enable=1>
at&rl

4. Set the auto connection wireless parameters for the AReprof
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1> <ssid>,<bssid>,[ channel]
at+wauto=0,DexterIndustries,,6
5. Set the network parameters for auto connection operatiachdaurrent profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination | P>,<destination port>
Destination IP address isoptional if the Adapter isacting as a server
at+nauto=1,0,,4000
6. Enable auto connectioATC< enable=1/disable=0>
atcl
7. Save the current profilé&T& W< profile0=0/profilel=1>
at&w0
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8. Select the default profileAT& Y<profileO=0/profilel=1>
at&yo
9. Power off the Dexter Industries Sensor.
10. Power on the Dexter Industries Sensor. The sensor ismawo-connect mode where it will
associate with DexterIndustries, obtain an IP addresg (81CP, and listens on port 4000.

11. To exit out of the auto connection mode, enter the “+++” commeamdiwait for 1 second. After 1
second, the sensor will exit auto connect mode and entersarmsmode. Note, do not issue the
“enter” symbol after “+++".

+++

1.2 UDP Client

This section describes the steps to setup UDP Client dbekier Industries DIWIFI sensor using either
command mode or auto-connect mode.

1.2.1 Command Mode

1. Disassociate from the current network
at+wd
2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Associate to an access poiAT+WA=<SSD>[,[<BSSD>][,<Ch>]]
at+wa=DexterIndustries,,6
4. Starta TCP serverAT+ NCUDP=<Dest-Address>,<Port>>[<,Sc.Port>]
at+ncudp=192.168.3.101,2000
5. Upon successful connection to the UDP server, you will SEEANNECT <CID> “ message, where
CID is the newly allocated connection identifier.

1.2.2 Auto Connect Mode

1. Disassociate from the current network

at+wd

2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1

3. Enable hardware flow controAT&R< disable=0/enable=1>
at&rl

4. Set the auto connection wireless parameters for the AReprof
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1> <ssid>,<bssid>,[ channel]
at+wauto=0,DexterIndustries,,6
5. Set the network parameters for auto connection operatidghda@urrent profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination | P>,<destination port>
at+nauto=0,0,192.168.3.101,2000
6. Enable auto connectioATC<enable=1/disable=0>
atcl
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7. Save the current profil&T& W< profile0=0/profilel=1>

> at&wo
8. Select the default profil&T& Y<profileO=0/profilel=1>
> at&y0

9. Power off the Sensor.
10. Power on the Sensor. The sensor is now in auto-connectwinede it will associate with
DexterIndustries, obtain an IP address using DHCP, amukects to UDP server on port 2000.

11. To exit out of the auto connection mode, enter the “+++” commamtiwait for 1 second. After 1
second, the Sensor will exit auto connect mode and emtenmand mode. Note, do not issue the
“enter” key after “+++".

> +++

L R _—..—.,...——,—.,,,—,,.——
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2 TCP

2.1 TCP Server

This section describes the steps to setup TCP Server @eter Industries DIWIFI sensor using either
command mode or auto-connect mode.

2.1.1 Command Mode

1. Disassociate from the current network
at+wd
2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Associate to an access poiAT+WA=<SSD>[,[<BSSD>][,<Ch>]]
at+wa=DexterIndustries,,6
4. Starta TCP serverAT+NSTCP=<port>
at+nstcp=2000
5. Upon successful creation of the TCP server, you wiles€ONNECT <CID> “ message, where
CID is the newly allocated connection identifier. You chack for this new CID by issuing the
commandAT+CID="?
at+cid="?
6. User can now telnet into this server by:
a. Have a PC connected to the internet with Telnet or anolieet.
b. In PC’'s command prompt, issue the command:
telnet <IP address from step 3> <port number set inGtep
For example: telnet 192.168.3.101at 2000
c. Now anything you type in the command prompt window will be commeicen the
DIWIFI.

2.1.2 Auto Connect Mode

1. Disassociate from the current network

at+wd

2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1

3. Enable hardware flow controAT&R< disable=0/enable=1>
at&rl

4. Set the auto connection wireless parameters for the AReprof
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1> <ssid>,<bssid>,[ channel]
at+wauto=0,DexterIndustries,,6
5. Set the network parameters for auto connection operatidghda@urrent profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination | P>,<destination port>
Destination IP address isoptional if the Adapter isacting as a server
at+nauto=1,1,,1000
6. Enable auto connectioATC<enable=1/disable=0>
atcl
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7. Save the current profilé&T&W< profile0=0/profilel=1>
at&wo
8. Select the default profileAT& Y<profileO=0/profilel=1>
at&yo
9. Power off the DIWIFI sensor.
10. Power on the DIWIFI sensor. The sensor is now in aatmect mode where it will associate with
DexterIndustries, obtain an IP address using DHCP,istreth$ on port 1000.
11. User can now telnet into this server by:
a. Have a PC connected to the internet.
b. In PC’s command prompt, issue the command:
telnet <IP address from step 11> <port number set iréstep
For example: telnet 192.168.3.100 1000
c. Now anything you type in the command prompt window will be commteicen the
DIWIFI sensor.

To exit out of the auto connection mode and restore all setorfgstory defaults:

12. Switch to command mode
+++
13. Reset to factory defaults
at&f
14. Save the current profile using the profile number in step 8
at&w0
15. Set the default profile to be the same as that in step 15
at&yo
16. Power cycle the sensor and the DIWIFI sensor will paein command mode.

2.2 TCP Client

This section describes the steps to setup TCP ClieriteoDIWVIFI using either command mode or auto-
connect mode.

2.2.1 Command Mode

Before you start, have a PC connect to the internet aridast CP server on a specific port number. For
example, lets use port 3000.

1. Disassociate from the current network
at+wd

2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1

3. Associate to an access poiAT+WA=<SSD>[,[<BSSD>][,<Ch>]]
at+wa=DexterIndustries,,6

4, Starta TCP clientAT+ NCTCP=<Dest-Address>,<Port>
at+nctcp=192.168.3.101,3000
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Upon successful connection to the TCP server, you will SEOANECT <CID> “ message, where CID
is the newly allocated connection identifier.

2.2.2 Auto Connect Mode

Before you start, have a PC connect to the GainSpanDemu&tart a TCP server on a specific port
number. For example, lets use port 3000.

1. Disassociate from the current network
at+wd
2. Enable DHCPAT+NDHCP=<disable=0/enable=1>
at+ndhcp=1
3. Set the UART communication parameter:
ATB=<baudrate>[[,<bitsperchar>][,<parity>][,<stopbits>]]
atb=9600,8,n,2
4. Enable hardware flow controAT&R< disable=0/enable=1>
at&rl
5. Set the auto connection wireless parameters for the AReprof
AT+WAUTO=<mode: Infrastructure=0, Ad-hoc=1> <ssid>,<bssid>,[ channel]
at+wauto=0,DexterIndustries,,6
6. Set the network parameters for auto connection operatiachda@urrent profile:
AT+NAUTO=<client=0/server=1>,< udp=0/tcp=1>,<destination | P>,<destination port>
at+nauto=0,1,192.168.3.101,3000
7. Enable auto connectioATC< enable=1/disable=0>

atcl

8. Save the current profil&T& W< profile0=0/profilel=1>
at&w0

9. Select the default profileAT& Y<profileO=0/profilel=1>
at&yo

10. Power off the Dexter Industries DIWIFI Sensor.

11. Power on the DIWIFI sensor. The board is now in auto-cdarmede where it will associate withe
internef obtain an IP address using DHCP, and connect to thes&®@Br at 192.168.3.101 on port
3000. If connection to the server is successful, you wilfGENNECT <CID>" followed by
“you’ve connected” message. Anything you type in TeraTeribeiteceived by the TCP server.
Here’s an example:

12. To exit out of the auto connection mode, enter the “+++” commeamdiwait for 1 second. After 1
second, the DIWIFI sensor will exit auto connect mode atet€nommand mode. Note, do not
issue the “enter” key after “+++".

+++
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3 HTTP GET

This section describes the steps to perform a HTTP ¢Eimand using the DIWIFI sensor stack.

3.1 Command Mode

1.

9.

Disassociate from the current network
at+wd
Enable DHCP
at+ndhcp=1
Perform network scan
at+ws
If AP security is open, then skip this step. If AP img3VPA-PSK/TKIP, then set the WPA
passphrase with the following command:
at+wwpa=WPA-PASSWORD>
Associate to a specified SSID, BSSID, and channgiwa=<SSID>,<BSSID>,<CHANNEL>
at+wa=DexterIndustries,,6
Query DNS server for the IP address of hostname URL
at+dnslookup=www.dexterindustries.com
Configure the HTTP header parameter “GSN_HTTP_HEADER_US¥FENT”
at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT; ®&n-US;
rv:1.9.1.9) Gecko/20100315 Firefox/3.5.9
Configure the HTTP header connection parameter “GSN_HTTP_HERAICONNECTION". Ifitis
a one-time HTTP GET, set the parameter to “close”
at+httpconf=3, close
If user wants to do consecutive HTTP GET on the same &ibd given that a server do keep the
connection open after HTTP GET is complete, set the pearto “keep alive”
at+httpconf=3, keep-alive
Configure the HTTP header host parameter “GSN_HTTP_HEADERSTHO
at+httpconf=11,76.12.140.77

10. Open HTTP client connection. This will return a unique CID

at+httpopen=76.12.140.77

11. Send HTTP request to the server using the CID from the pegiep

at+httpsend=<CID>, <type: get=1, post=3>, <timeout>, <ppgje® of the content]
at+httpsend=0,1,10,/

3.2 Auto connect mode

1.

2.

Disassociate from the current network
at+wd

Enable DHCP
at+ndhcp=1

3. Perform network scan

at+ws

PAGE 9 OF17



dexter ‘industries

DEXTER INDUSTRIESWIFI SENSORPROGRAMMING GUIDE

11.

12.

13.

14,

15.

16.

17.

If AP security is open, then skip this step. If AP img3VPA-PSK/TKIP, then set the WPA
passphrase with the following command:
at+wwpa=WWPA-PASSWORD>
Set the Auto connection wireless parameters with the command:
at+wauto=<MODE>,<SSID>,<BSSID>,<CHANNEL>
at+wauto=0,DexterIndustries,,6
Enable auto connectioATC< enable=1/disable=0>
atcl
Save the current profilé&T&W< profile0=0/profilel=1>
at&wo
Select the default profilé&T& Y<profile0=0/profilel=1>
at&yo
Power off the Evaluation Board

. Power on the Evaluation Board. The board is now in auto-conmsde where it will associate with

the internet, and obtain an IP address using DHCP.

Switch to command mode
+++

Query DNS server for the IP address of hostname URL
at+dnslookup=www.dexterindustries.com

Configure the HTTP header parameter “GSN_HTTP_HEADER_US¥HENT”
at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT; ®&n-US;

rv:1.9.1.9) Gecko/20100315 Firefox/3.5.9

Configure the HTTP header connection parameter “GSN_HTTP_HERAICONNECTION". Ifitis

a one-time HTTP GET, set the parameter to “close”
at+httpconf=3, close

If user wants to do consecutive HTTP GET on the same &id given that a server do keep the

connection open after HTTP GET is complete, set the pdeanto “keep alive”
at+httpconf=3, keep-alive

Configure the HTTP header host parameter “GSN_HTTP_HEADERSTHO
at+httpconf=11,76.12.140.77

Open HTTP client connection. This will return a unique CID
at+httpopen=76.12.140.77

Send HTTP request to the server using the CID from the pegiep

at+httpsend=<CID>, <type: get=1, post=3>, <timeout>, <ppgje® of the content]

at+httpsend=0,1,10,/

3.3 Using consecutive CID

If the HTTP server close the connection after the HTTP GEdmplete, then user must issue a HTTP
OPEN prior to every HTTP GET. Dexterlndustries.commig@ample of such server.

3.3.1 Example 1: Gainspan.com

at+wd
at+ndhcp=1
at+wa= DexterIndustries,,6
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at+dnslookup=www.dexterindustries.com

at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT;®n-US; rv:1.9.1.9)
Gecko/20100315 Firefox/3.5.9

at+httpconf=3, keep-alive

at+httpconf=11,76.12.140.77

at+httpopen=76.12.140.77 < Thisreturned CID=0
at+httpsend=0,1,10,/
at+httpopen=76.12.140.77 < Thisreturned CID=1
at+httpsend=1,1,10,/
at+httpopen=76.12.140.77 < Thisreturned CID=2

at+httpsend=2,1,10,/

3.4 Using same CID

If the HTTP server keeps the connection open after HTTP i&Edmplete, then user can issue
consecutive HTTP GET using the same CID. Google.com igaanme of such server.

3.4.1 Example 1: Google.com

at+wd

at+ndhcp=1

at+wa=DexterIndustries,,6

at+dnslookup=www.google.com

at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT;®n-US; rv:1.9.1.9)
Gecko/20100315 Firefox/3.5.9

at+httpconf=3, keep-alive

at+httpconf=11,72.14.234.104

at+httpopen=72.14.234.104 < Thisreturned CID=0
at+httpsend=0,1,10,/

at+httpsend=0,1,10,/

at+httpsend=0,1,10,/

3.4.2 Example 2 : Google.com

1.

Associate with AP

AT+NDHCP=1
AT+WWPA=password
AT+WA=DexterIndustries,,01

Start TCP Client to Google’s IP and port 80

AT+NCTCP=72.14.234.104,80

Send data to remote server by using the <ESC>S sequahtieeaCID number:

Enter the [ESC] key
Enter the [S] key
Enter the [CID number from step 3]

Copy the highlighted text (the new line should also be cop#d) paste it on Tera Term (via the
"Edit" menu, choose "Paste" Option)

GET /HTTP/1.1
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User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-U&:1r9.1.9) Gecko/20100315
Firefox/3.5.9

Host: 72.14.234.104:80

Accept: */*

Connection: keep-alive

[new line]

[new line]

Indicate end of transmission by using the <ESC>E sequence:

Enter the [ESC] key
Enter the [E] key

6. The output of HTTP GET will now be displayed as output on tk&.NSince Google’s HTTP server

keeps the connection open, to issue another HTTP GET, juat stpp 4-6.

3.4.3 Example 3: Pachube.com

1.

5.

Associate with AP

AT+NDHCP=1
AT+WWPA=password
AT+WA=DexterIndustries,,01

Start TCP Client to Pachube.com’s IP and port 80

AT+NCTCP=173.203.98.29,80

Send data to remote server by using the <ESC>S sequahteeaCID number:

Send the [ESC] key
Send the [S] key
Send the [CID number from step 3]

Copy the highlighted text (the new line should also be cop#d) paste it on Tera Term (via the
"Edit" menu, choose "Paste" Option)

GET /v2/feeds/11366.csv HTTP/1.1

User-Agent: curl/7.19.5 (i486-pc-linux-gnu) libcurl/7.19.5 OpenSSL/0.21i8¢L.2.3.3
libidn/1.15

Host: api.pachube.com

Accept: */*

X-PachubeApiKey:
103338a658c84debc9d4d0609362056882b6ccaal312d3de7fbde57e592630007
Connection: keep-alive

[new line]

[new line]

Indicate end of transmission by using the <ESC>E sequence:

Enter the [ESC] key
Enter the [E] key

6. The output of HTTP GET will now be displayed as output onT@ma. To issue another HTTP

GET, just repeat step 4-6.
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4 HTTP PUT

This section describes the steps to perform a HTTP Ritimand using the Dexter Industries DIWIFI
sensor stack.

4.1 Example: Posting to Pachube.com

=

Associate with AP
AT+NDHCP=1
AT+WWPA=password
AT+WA=DexterIndustries,,01
2. Start TCP Client to Pachube’s IP and port 80
AT+NCTCP=173.203.98.29,80
3. Send data to remote server by using the <ESC>S sequahtieeaCID number:
Enter the [ESC] key
Enter the [S] key
Enter the [CID number from step 3]
Copy the highlighted text, and paste it on Tera Term (vidEd&" menu, choose "Paste" Option)
PUT /v2/feeds/11366.csv HTTP/1.1
User-Agent: curl/7.19.5 (i486-pc-linux-gnu) libcurl/7.19.5 OpenSSL/0.2li8dl.2.3.3
libidn/1.15
Host: api.pachube.com
Accept: */*
X-PachubeApiKey:
103338a658c84debc9d4d0609362056882b6ccaa312d3de7fbde57e592630007
Content-Length: 4
Content-Type: application/x-www-form-urlencoded

»

1,44
Indicate end of transmission by using the <ESC>E sequence:
Enter the [ESC] key
Enter the [E] key
You should now see the data “1,44” on http://pachube.com/cRB6
Close current connection:
AT+NCLOSE=0
8. Start a connection to Pachube’s IP and port 80
AT+NCTCP=173.203.98.29,80
9. Send data to remote server by using the <ESC>S sequahtieeaCID number:
Enter the [ESC] [S][CID number from step 9]
10. Copy the highlighted text, and paste it on Tera Term (vidEd#" menu, choose "Paste" Option)
PUT /v2/feeds/11366.csv HTTP/1.1
User-Agent: curl/7.19.5 (i486-pc-linux-gnu) libcurl/7.19.5 OpenSSL/0.2li8dl.2.3.3
libidn/1.15
Host: api.pachube.com
Accept: */*

o

No

L R _—..—.,...——,—.,,,—,,.——
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X-PachubeApiKey:
103338a658c84debc9d4d0609362056882b6ccaa312d3de7fbde57e592630007
Content-Length: 4

Content-Type: application/x-www-form-urlencoded

0,19
11. Indicate end of transmission by using the <ESC>E sequence:
Enter the [ESC] key
Enter the [E] key
12. You should now see the data “0,19” on http://pachube.consifEE866
13. To post another set of data points to Pachube, just refegpa8-12

L R _—..—.,...——,—.,,,—,,.——
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5 HTTP POST

Lets HTTP POST to the HTTP server. The following assumption is made:
» HTTP Server address = 192.168.3.101
» HTTP server web page = http://192.168.3.101/html/samplel.html
» The post contains exactly 28 bytes

5.1 HTTP get on port 80

at+ndhcp=1

at+wa=DexterIndustries,,6

at+httpopen=192.168.3.101

at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT;®n-US; rv:1.9.1.9)
Gecko/20100315 Firefox/3.5.9

at+httpconf=11,192.168.3.101

at+httpconf=3, keep-alive

at+httpsend=0,1,10,/html/sample.html

5.2 HTTP post on port 80

at+ndhcp=1

at+wa=DexterIndustries,,6

at+httpopen=192.168.3.101

at+httpconf=0,image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-flash,
application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, application/x-ms-
application, application/x-ms-xbap, application/vnd.ms-xpsdocument, application/xaml+xml, application/x-
silverlight, */*

at+httpconf=20,Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; .NET
CLR 3.0.04506.648; .NET CLR 3.5.21022; OfficeLiveConnector.1.3; OfficeLivePatch.0.0)
at+httpconf=7,application/x-www-form-urlencoded

at+httpconf=11,192.168.3.101

at+httpconf=2,gzip,deflate

at+httpconf=17,http://192.168.3.101/html/samplel.html

at+httpconf=5,28

at+httpconf=3,Keep-Alive

at+httpsend=0,3,20,/html/welcome.php,28

[Send ESC key]

[Send Shift H key]

[Send CID number]

Send the 28 byte text here.
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5.3 HTTP get on port 3000

at+ndhcp=1

at+wa=DexterIndustries,,6

at+httpopen=192.168.3.101,3000

at+httpconf=20,User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.9)
Gecko/20100315 Firefox/3.5.9

at+httpconf=11,192.168.3.101

at+httpconf=3, keep-alive

at+httpsend=0,1,10,/html/sample.html

5.4 HTTP post on port 3000

at+ndhcp=1

at+wa=DexterIndustries,,6

at+httpopen=192.168.3.101,3000

at+httpconf=20,Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 2.0.50727; .NET
CLR 3.0.04506.648; .NET CLR 3.5.21022; OfficeLiveConnector.1.3; OfficeLivePatch.0.0)
at+httpconf=7,application/x-www-form-urlencoded

at+httpconf=11,192.168.3.101

at+httpconf=2,gzip,deflate

at+httpconf=17,http://192.168.3.101/html/samplel.html

at+httpconf=5,28

at+httpconf=3,Close

at+httpsend=0,3,20,/html/welcome.php,28

[Send ESC key]

[Send Shift H key]

[Send the CID number]

Send the 28 bytes of your communication.
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Want more information? Visit our website for the DI Wifi sensor for LEGO MINDSTORMS NXT here:
http://www.dexterindustries.com/wifi.html

And visit the wiki for the wifi sensor here:
http://dexterindustries.com/manual/wifi
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